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Za rad programskog paketa BizniSoft u mreznom okruzenju potrebno je podesiti odredene parameter. Neophodno
je znati da li racunari u mreZi imaju statisticke IP adrese ili dinamicke, i na server racunaru treba podesiti Windows
Firewall.

KONFIGURISANJE SERVER RACUNARA

Potrebno je odrediti koji racunar ¢e biti server i na njemu treba instalirati (Cekirati opciju) BizniSoft server. Neophodno je
instalirati i BizniSoft klijent, deo aplikacije ukoliko ¢ée neko da radi/koristi BizniSoft na server racunaru. Na server racunaru
mora da se omoguci pristup po TCP portu 3306 u Windows Firewall podesavanjima.

Kliknuti na Start meni pa na Control Panel (Slika 1).

All Apps Documents Web Mors = b
Best match =
~ Control Panel L
o] Gix
Search the web Control P |
ontral Fane
£ Control Panel - See more search results > System
£ control panel open >
£ control panel system > = open
£ control panel control > s
£ control panel settings > Recent
: ; e Devi d Print
£ control panel windows 10 > e R e
5t Natwork and Sharing Centre
£ control panel app >
) [l Programs and Features
£ control panel windows >
= Keyboard
A2 control panel windows 11 >
- P E system
£ control panel home > ® Region
i Device Manager
5‘?, User Accounis b

0

Control Panel

i
%
3

Slika 1 — Start meni — Control Panel
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Kliknuti na Windows Defender Firewall (S/ika 2).

All Control Panel ltems = O X
T » Control Panel » All Control Panel ltems v @ Search Control Panel »
Adjust your computer’s settings View by:  Smallicons *
= Administrative Tools [mg AutoPlay @ Back up and Restore (Windows 7) Bl Colour Management
[B Credential Manager 7 Date and Time @ Default Programs ;_.‘..; Device Manager
T Devices and Printers @ Ease of Access Centre EJ File Explorer Options £ File History
A Fonts éﬁ, Indexing Options €21 Internet Options Keyboard
3 Mail (Microsoft Outlook] (32-bit) @ Mouse :;: MNetwork and Sharing Centre =] Phone and Modem
@ Power Options E Programs and Features & Realtek HD Audio Manager & Recovery
9 Region 3 RemoteApp and Desktop Connections P Security and Maintenance iq Sound
(% Speech Recognition 5 Storage Spaces @ Sync Centre B3 system
ﬂTaskbar and Mavigation [1# Troubleshooting 82, User Accounts Iﬁ Windows Defender Firewall I
[ Work Folders
Slika 2 — Windowe Defender Firewall
Kliknuti na Advanced settings (S/ika 3)
@ Windows Defender Firewall - O
« v ﬂ » Control Panel » All Control Panel ltems » Windows Defender Firewall v B Search Control Panel el
TR Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Internet or a network,
through Windows Defender ) )
Firewall F
I g Private networks Connected ()
®) Change notification settings
) Turn Windows Defender MNetworks at home or work where you know and trust the people and devices on the network
Firewall on or off
G Restare defaulis Windows Defender Firewall state: On
G Advanced settings Incoming connections: Bloc!( all connectionstp agplicationsthat are not on
the list of allowed applications
Troubleshoot my network 5 -
Active private networks: 2 etwork
Motification state: Motify me when Windows Defender Firewall blocks a
new app
. 9 Guest or public networks Not connected ()
See also
Security and Maintenance
MNetwork and Sharing Centre
Slika 3 — Advanced settings
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Kliknuti na Inbound Rules (S/ika 4)

: ﬂ Wind r Firewall with Adva — O
File Action View Help
&= | o H
R B E L ORI N E T Windows Defender Firewall with Advanced Security on Local Computer Actions
_E._Q“fb“”“ i : A | Windows Defender Firewal with
™ Cutbound Rules 2 = i 2 7 : s
:._!‘_ Carinection Security Rules ﬂ Windows Defender Firewall with Advanced Security provides network security for Windows com 2 Import Policy..
» B Monitoring 44| Export Policy...
Overview Restore Default Policy
Domain Profile Diagnose / Repair
(1] ;
@ Windows Defender Firewall is on. Vi »
O Inbound connections that do not match a rule are blocked. :
|2 Refresh
'@' Outbound connections that do not match a rule are allowed.
Properties
Private Profile is Active
= Help
& Windows Defender Firewall is on.
O Inbound connections that do not match a rule are blocked.
@ QOutbound connections that do not match a rule are allowed.
Public Profile
@ Windows Defender Firewall is on.
O Inbound connections that do not match a rule are blocked.
'@ Outbound connections that do not match a rule are allowed.
ﬂ_ﬂ Windows Defender Firewall Properties
Getting Started
Authenticate communications between computers
Create connection security rules to specify how and when connections between computers are auther w
£ > || £ >
Slika 4 — Inbound Rules
Kliknuti na New Rule (Slika 5).
@ Windows Defender Firewall with Advanced Security - [} *
File Action View Help
= @ = HEE
@ Windows Defender Firewall wit] I 8 Actions
23 Inbound Rules - (e e
N G Profil Ena 3
Outbound Rules arrTe . roup r.o e i -
;“!,- Connection Security Rules @ Biznisoft Private Vs
> B Monitoring @ BizniSoft Private  Yes T Filter by Profile »
LPFR Private.. Yes )
€ LPFR Private.. Ves || ¥ FilterbyState ¥
G Microsoft Lync Private  Yes 5P Filter by Group ’
@ Microsoft Lync Public Yes View »
& Microsoft Lync UcMapi Private  Yes Gl Refresh
@ Microsoft Lync UcMapi Public Yes = res
€3 Microsoft Office Outlook Private  Yes |5 ExportList..
€ Port 3306 Al Yes Help
@ Port 3306 Al Yes
@ teamns.exe Private  Ves
U teams.exe Private  Yes
@ Teamviewer Remote Control Application Private  Yes
% Teamviewer Remote Control Application Private  Yes
@ Teamviewer Remote Control Application Public Yes
€3 Teamviewer Remote Control Application Public Yes
€ Teamviewer Remote Control Service Private  Yes
Teamviewer Remote Control Service Public Yes
& Teamviewer Remote Control Service Public Yes
£ Teamviewer Remote Control Service Private  Yes
& @FirewallAPI.dll,-80201 @FirewallAPI.dll,-20200 All Yes
& @FirewallAPI.dIl,-80206 @FirewallAPI.dIl,-80200 All Yes
& Microsoft Tearns {78E1CDa8-49E3-476E-B326-... All Yes ¥
L4 > £ >

Slika 5 — New Rules
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Kliknuti na Port pa na Next (Slika 6).

= vder Firewall with Advanced Security 0O b
File Action View Help @ New Inbound Rule Wizard
@$|3ﬂ|.§|ﬁj Rule Type
o Windows Defender Firewall witl Select the type of firewall rule to create.
23 Inbound Rules Nar ] -
&% Outbound Rules Steps: 2]
5‘5 Connection Security Rules G & Rule Type What type of rule would you like to create?
> B Monitoring G »
TR Protacol and Ports
@ e Action () Program >
a9 @ Profile Riule that controls connections for a program. »
Gy @ Name Port 4
g i Fiule that controls connections for a TCF or UDP port.
i
@\ () Predefined:
LB @Firewal AP dl -80200 :
L/ F Rule that controls connections for a Windows experience.
o Custom rule.
1
@1
a1
81
91
1
a1
91
L/
/]
G < Back MNext > Cancel
< > £
Slika 6 — Port
U polje Specifici local ports: ukucati se 3306, zatim kliknuti na Next (S/ika 7).
& i all Advanced Securify O it
File Action View Help ﬂ Mew Inbound Rule Wizard
o= a5 = HE Protocol and Ports
ﬂ Windows Defender Firewall witl m Specify the protocols and ports to which this rule applies.
&3 Inbound Rules Na ) =
K% Outbound Rules Steps:
2“* Connection Security Rules @ Ruls Type Does this rule apply to TCP or UDP?
> B Monitori
> e NORRONIN Gl° Protocol and Ports @ TCP »
@@ Action () uDpP »
G| e Profie 4
9
N b
V] b Does this rule apply to all local ports or specific local ports?
2 () All local ports
W
) I@ Specific local ports: |33“.5 I
a Example: 80, 443, 5000-5010
V]
/]
9
/]
/]
a
/]
V]
/]
9
g < Back Next > Cancel
£ >|| €
Slika 7 — Specifici local ports
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Kliknuti na Next (S/ika 8)

@

vanced Security

File Action View Help
e« 2@ = HE

Inbound Rules

Outbound Rules

%% Connection Security Rules
> l‘ﬂ Meonitoring

eSS CSoCEECaCCoCCoCooRRBE T

ﬁ Mew Inbound Rule Wizard

Action

Steps:

@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ MName

&P Windows Defender Firewall wit| E Specify the action to be taken when a connection matches the conditions specified in the rule.

What action should be taken when a connection matches the specified conditions 7

@ Allow the connection
This includes connections that are protected with IPsec as well as those are not.

() Allow the connection if it is secure

This includes only connections that have been authenticated by using [Psec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

(O Block the connection

< Back Next > | Cancel

v v w v

Kliknuti na Next (Slika 9).

Slika 8 - Next

#

dvanced Security

File Action View Help ﬂ Mew Inbound Rule Wizard
ol ARsH il HESN 7 N Profile
& Windows Defender Firewall wit! m Speciy the profiles for which this ruie applies.
| il
&3 Inbound Rules Na ) L =
K% Outbound Rules Steps:
z“_l‘.. Connection Security Rules @ Ruls Type When does this rule apply?
» B Monitoring G »
- Gl Protocal and Ports
@)@ Action Domain 3
@ Profls Applies when a computer is connected to its corporate domain. »
G @ MName Private 3
@ Applies when a computer is connected to a private network location, such as a home
V] or work place.
Public
ﬂ Applies when a computer is connected to a public network location.
/]
9
9
@
o
9
a
/]
9
9
g < Back | Next > | Cancsl
£ >|| €
Slika 9 - Next
www.biznisoft.com Strana: 6



U polje Name: ukucati BizniSoft i kliknuti na Finish (S/ika 10)

m|

P Windows Defender Firewall with Advanced Security -

File Action View Help &P New Inbound Rule Wizard *

= n @ 2 B Name
EP Windows Defender Firewall wit! E Specify the name and description of this rule.

Inbound Rules N L o
Outbound Rules % Steps: i

%% Connection Security Rules @ @ PRule Type

> B Monitoring @ Protocol and Ports g
@ Action }
» Piofie Name: i
[BizriSoft
@ MName '
Description {optional):

SRR R R RN NN R AR R-R-R-X-N-]

<Back |[fmsh_|| Cancel |

Lal
v
tal
o

Slika 10 — Name: BizniSoft

VaZna napomena: Ukoliko je na radunaru isklju¢en Windows Firewall, a koristi se neki externi
Firewall/Antivirus program (AVG, NOD, Kaspersky, F-Secure...), neophodno je da se u tom programu omogudi
pristup po TCP portu 3306.
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KONFIGURISANJE KLIJENT RACUNARA

Klikne se na ikonicu BizniSoft za ulazak u program. Pri prvom pokusaju pojavice se poruka Nema veze sa bazom! pa se

klikne na OK (Slika 11)

Poruka o nastaloj gresci

ADMINISTRATORALN

MEMA VEZE S5A BAZOM! PROVERITE
KOMEKCDOU ILI KONTAKTIRAITE

oK

Slika 11 — Poruka: Nema veze sa bazom!

Otvorice se prozor Konfigurisanje BizniSoft servera (Slika 12)

Konfigurisanje BizniSoft servera

Podrazurnevani server Maziv servera
Adresa servera: |

Port: 3306

VPN

BiniSoft Safeguard Dodo + -

OK / Upisi

T Adresa servera

<Mema podataka za prikaz =

PO

Aktiviraj izabrani server

Slika 12 - Konfigurisanje BizniSoft servera

*
Port VPN
Odustani

U levom delu prozora Podrazumevani server, u polje Adresa servera: treba uneti IP mreznu adresu server racunara (ako
je staticka), ili pun naziv server raCunara ako su mreine ardese dinamicke i kliknuti na OK / Upisi (Slika 13).

U desnom delu prozora mozZe se definisati viSe BizniSoft servera na kojima ima potrebe da se koristi BizniSoft klijent.
Primer: Knjigovodstvena agencija se sa istog racunara povezuje sa bazama razlicitih firmi - svojih klijenata.

|
| Konfigurisanje BizniSoft servera

Podrazumevani server MNaziv servera
|Adresa servera: ime servera i IP adr¢ |
Port: 3306
VPN:
BeniSoft Safeguard oodo +
OK / Upigi

Adresa servera

<Mema podataka za prikaz >

— ¥ e

Aktiviraj izabrani server

>
Port VPN
Odustani

www.biznisoft.com

Slika 13 — Unos adrese servera
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Posle ovoga kad se klikne na ikonicu BizniSoft za ulazak u program, treba da se pojavi prozor za unos korisnickog imena i
lozinke (Slika 14)

BS BizniSoft

Va£ najbolji posliovni partner

Slika 14 — Prozor za ulazak u program

VaZina napomena: Ne treba na klijent radunaru ostaviti vrednost 127.0.0.1 u polju Adresa servera. Ta
vrednost samo treba da bude upisana na server racunaru. Na klijent raunaru se upisuje pravo ime server
racunara ili “stvarna” staticka mrezna IP adresa server raCunara.
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PRONALAZENJE IMENA SERVER RACUNARA

Na serveru kliknuti na Start meni pa na Control Panel (S/ika 15).

Control Panel
System

F Open

'

Devices and Printers

Matwork and Sharing Centre

B ke

Programs a__n_the-atUres
Keyboard

System

Region

Device Manager

€ B 9 @ [

Usl_ar;Acmunls o

| Control Panel

Slika 15 — Start meni — Control Panel
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Klikne se na System (S/ika 16).

All Control Panel ltems

4 [EF » Control Panel » All Control Panel lterns »

Adjust your computer's settings

25 Administrative Tools [5g AutoPlay
Credential Manager ‘_E, Date and Time
M Devices and Printers @ Ease of Access Centre
A Fonts h Indexing Options
£B Mail (Microsoft Outlook) (32-bit) @ Mouse
@ Power Options B Programs and Features
9 Region ™3 Remotelpp and Desktop Connections
@ Speech Recognition & Storage Spaces
ﬂTaskbar and MNavigation [1# Troubleshooting

Work Folders

W Back up and Restore (Windows 7)
@ Default Programs

EJ File Explorer Options

Internet Options

;? Metwork and Sharing Centre

& Realtek HD Audio Manager

| o Security and Maintenance

@ Sync Centre

82, User Accounts

Search Control Panel
View by:
El Colour Management

;_.",; Device Manager

£ File History

Keyboard
1] Phone and Modem

& Recovery
i Scund

ﬂ Windows Defender Firewall

Small icons ~

Slika 16 - System

Prikazace se puno ime server racunara u delu Full computer name: (Slika 17)

Settings

About

| Your PC is being monitored and

VaZna napomena: Podrazumeva se da se ime server raéunara traZi na server racunaru, a da se upisuje u polje

Adresa servera: na klijent racunaru.

BIZNISOFTTIM
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Ime server racunara

protected.
System
See details in Windows Security
LI Display
Device speaﬁcatlons
99 Sound
|Device name  DEskTOP-ONTKSLU |
[ Notifications & actions Processor Intel(R) Core(Th) i5-9400 CPU @ 2.90GHz 2.90 GHz
Installed RAM 12,0 GB (11,9 GB usable)
B et Device ID T4C9D466-199A-475E-9717-87E3925D19BE
Product ID 00327-30747-97862-AA0EM
) Power & sleep System type 64-bit operating system, x64-based processor

Pen and touch Mo pen or touch input is available for this display

Slika 17 —
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